
1 Introduction

The application of artificial light to carry information, that is, to transmit signals
over longer distances, dates from the use of fire to send messages. In the 1880s,
Bell1 demonstrated his system for transmitting speech using a modulated beam
of light. This invention paved the way for more complex light communications
over distances of several hundred meters. However, such techniques only became
widespread with the invention2 and implementation of the optical laser.3 The
availability of coherent (monochromatic) light sources has led to the development
of modern light-based, dense data transmission. Since then, many methods for
transmitting information optically have been proposed and investigated.4,5 For
example, initially, laser beams were shone through free space (i.e., the atmos-
phere).6 This approach has some drawbacks, for instance, system unreliability
due to natural atmospheric effects (rain, snow, fog, and turbulence). These diffi-
culties indicate why the propagation of light waves within shielded environments,
such as through gas-filled pipes and tubes containing sequential arrangements of
optical lenses, have been investigated.7 Of such approaches, optical fibers provide
the best method of channeling light over long distances.8–12 For instance, a
550,000-mile optic fiber cable is hidden under the ocean transmitting vast quan-
tities of information at high speed across the globe.13 However, in the vacuum
of outer space, wave guidance is necessary, and in 2013, as part of the first dem-
onstration of free-space laser communication, NASA scientists beamed an image
of the Mona Lisa to the Lunar Reconnaissance Orbiter, a satellite orbiting the
moon, from Earth.14

With the capability and need to safely transmit and receive valuable data,
there is also a desire to intercept such data by unauthorized persons (intruders),
which naturally generates demand for information security. Protecting intellectual
property (e.g., financial, medical, and military) security is now an essential part of
everyday life. For instance, optical techniques for the placement of anticounter-
feiting holographic patches on Compact Disc (CD)s and Digital Versatile Disc
(DVD)s, credit cards, legal tender, and passports allow owners and users to ensure
that our music, movies, and money are authentic and to secure our privacy and
our borders.15–17 Therefore, finding effective methods to protect information, sys-
tems, networks, and private data within critical infrastructure is a real challenge,
even as more sophisticated technologies and trained security staff are put in place
to defend against attackers (hackers). To achieve security over the past few deca-
des, a variety of digital, optical, and optically inspired digital techniques have
been reported.18 Some of the most popular approaches are steganography,19–26

watermarking techniques,22,24,27–34 cryptography,15–17,35–48 and optical signal
processing (OSP)-based approaches,49–55 which include various encryption and
authentication schemes.18,24,56–68 In addition, recent advancements in high-end
computation for quantum cryptography, that is, utilizing quantum physics proper-
ties for information security, have also received significant attention.69
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In this Spotlight, we provide a brief overview of classical optical encryption
systems. After a short historical overview of conventional information-security
techniques, we describe some of the most widely examined optical-encryption
techniques. We then discuss the experimental implementation of the most popular
encryption schemes and categorize them as optical/digital holographic capturing-
based encryption systems, non-holographic encryption systems, and low-light
power-based implementations. We conclude by briefly addressing some of the
classic security attacks on these encryption systems.

2 Data Security

Data security, in general, refers to the process of protecting data from unauthor-
ized access and/or preventing corruption (e.g., data fabrication), thus preserving
the privacy and authenticity of the content. Some of the conventional data security
techniques are reviewed in this section.

2.1 Steganography

The Greek word “steganography” refers to any form of “concealed writing” in
which information that is to be secured (hereafter referred to as plaintext) is hid-
den in another data/object (covert text).19–26 This is done in such a way that only
the sender and recipient know of the existence of the message. In other words,
information is made invisible by hiding it in an appropriate visible carrier.
Suppose one wishes to encipher the following message:

“A SIMPLE EXAMPLE FOR STEGNOGRAPHY”

This message can be written as an odd- (first, third, fifth, . . . ) and even-
ordered (second, fourth, and sixth) sequence of letter combinations, where “–”

denotes the separation of the odd- and even-numbered letters:

“A I P E X M L F R T G O R P Y D–S M L E A P E O S E N G A H D D”

To make the ciphertext more robust, the scrambled letters can be grouped in
four-letter sequences (or any number length) using a “dummy” character to fill
any incomplete group. For instance, in the given example, text “RPY” is only a
three-character word; therefore, a dummy letter “D” is introduced in the message
stream. Similarly, for “AH,” two “DD” dummy characters are introduced:

“AIPE-XMLF-RTGO-RPYD–SMLE-APEO-SENG-AHDD”

The method (algorithm) for deciphering this message (or in other words, “the
key”) is only known to the sender and receiver. By following the deciphering
instructions, one can retrieve the following message:

“ASIMPLEEXAMPLEFORSTEGNOGRAPHYDDD”
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